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Why SSProve?

Motivation:
® |n 2004: Shoup, Bellare and Rogaway: “crisis of rigor” in
cryptography. Proposal: game-playing proofs.
® Monolithic game-based proofs can become intractable

® state-separating proofs from high-level structure of miTLS
paper proofs (Brzuska, Delignat-Lavaud, Fournet, Kohbrok,
Kohlweiss; 2018)

SSProve contributions:
® Formalise SSP in Coq
® Modular language, logic & semantics

® bridge between high-level SSP arguments and low-level
program logic (Theorem 1)
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Plan

Informal State-Separating Proofs (SSP)
Formal SSP in SSProve

Probabilistic Relational Hoare Logic

Future work
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Informal SSP/Example 0: Pseudorandom functions

Given prf:{0,1}" x {0,1}" — {0,1}"
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Informal SSP/Example 0: Pseudorandom functions

Given prf:{0,1}" x {0,1}" — {0,1}" consider

package: PRF?
mem: k : option KEY

package: PRF!
mem: T : map [KEY -> KEY]

EVAL (x):
if k = 1 then

k <$ uniform {0,1}" ;;
return prf(k, x)

EVAL (x) :
if T[x] = 1 then

T[x] <$ uniform{0,1}" ;;
return T[x]
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Informal SSP/Example 0: Pseudorandom functions

Given prf:{0,1}" x {0,1}" — {0,1}" consider

package: PRF?
mem: k : option KEY

package: PRF!
mem: T : map [KEY -> KEY]

EVAL (x):
if k = 1 then

k <$ uniform {0,1}" ;;
return prf(k, x)

EVAL (x) :
if T[x] = 1 then

T[x] <$ uniform{0,1}" ;;
return T[x]

Security notion: prf indistinguishable from random sampling. For

any adversary A,

AoPRF? “=" Ao PRF!

What's an adversary? What does A o P do? What does
indistinguishability mean? What is k <$ uniform {0,1}"7
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Informal SSP/Packages, Games, Adversaries

® Package: collection of exported procedure implementations

® stateful, probabilistic
® can call imported procedures

5/23



Informal SSP/Packages, Games, Adversaries

® Package: collection of exported procedure implementations

® stateful, probabilistic
® can call imported procedures

® Package operations:
® seq. composition Py o P, if import(P;) C export(Ps,)
® par. comp. Py || Py if export(Py) Nexport(P) =0

5/23



Informal SSP/Packages, Games, Adversaries

® Package: collection of exported procedure implementations

® stateful, probabilistic
® can call imported procedures

® Package operations:
® seq. composition Py o P, if import(P;) C export(Ps,)
® par. comp. Py || Py if export(Py) Nexport(P) =0

® Game: package with no imports

® Game pair: two games with the same exports

5/23



Informal SSP/Packages, Games, Adversaries

Package: collection of exported procedure implementations

® stateful, probabilistic
® can call imported procedures

® Package operations:
® seq. composition Py o P, if import(P;) C export(Ps,)
® par. comp. Py || Py if export(Py) Nexport(P) =0

® Game: package with no imports
® Game pair: two games with the same exports

® Adversary A for game G: package compatible with G
exporting one procedure run : unit — bool

® Advantage of A against (Go, G1): o(g,,6,) (A) =
|Pr[true < (LA o Gp).run()] — Pr[true « (Ao Gy).run()]|

e Perfect indistinguishability Gy 2 G1: VA. o(g,,6,)(A) =0
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Informal SSP/IND-CPA security for PRF-based encryption
Symmetric encryption from prf : {0,1}" x {0,1}" — {0,1}"

enc(k, m):
r <$ uniform {0,1}" ;;
pad < prf(k, r) ;;
c < m xor pad ;;
return (r, c)

kgen () :
k <$ uniform {0,1}" ;;
return k

dec(k, (r, c)):
pad < prf(k, r) ;;
m < ¢ xor pad ;;
return m

Goal: prove that

package: IND-CPA°
mem: k : option KEY

ENC(m) :
if k = 1 then
k <$ uniform {0,1}" ;;
(r,c) < enc(k, m) ;;
return (r,c)

package: IND-CPA!

mem: k : option KEY

ENC(m) :
if k = L then
k <$ uniform {0,1}" ;;
m' <$ uniform {0,1}" ;;
(r,c) < enc(k, m') ;;
return (r,c)

Qo
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Informal SSP/PRF IND-CPA Game-hopping (1)

package: IND-CPA°
mem: k : option KEY

package: IND-CPA°
mem: k : option KEY

ENC(m) :
if k = 1 then
k <$ uniform {0,1}"
(r, c) < enc(k, m)
return (r, c)

ENC(m) :
if k = 1 then
k <$ uniform {0,1}"
r <$ uniform {0,1}"
pad < prf(k, r)
c < m xor pad
return (r, c)

package: MOD-CPA°
mem:

ENC(m) :

r <$ uniform {0,1}"
pad < EVAL(r)

c < m xor pad
return (r, c)

Qo

package: PRF°
mem: k : option KEY

EVAL (x):
if k = 1L then

k <$ uniform {0,1}"
return prf(k, x)

(def. of enc)

(Theorem 1 +
swap rule)
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Informal SSP/PRF IND-CPA Game-hopping (2)

IND-CPA°

Qo

package: MOD-CPA°
mem:

ENC(m) :

r <$ uniform {0,1}"
pad < EVAL(r)

c < m xor pad
return (r, c)

package: PRF?

mem: k : option KEY

EVAL (x) :
if k = 1 then
k <$ uniform {0,1}"
return prf(k, x)

package: MOD-CPA°
mem:

ENC(m) :

r <$ uniform {0,1}"
pad < EVAL(r)

c < m xor pad
return (r, c)

package: PRF!
mem: T

: map [KEY -> KEY]

EVAL (x):
if T[x] = L then
T[x] <$ uniform{0,1}"
return T[x]

(assumption
+ Reduction
Lemma)
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Informal SSP/PRF IND-CPA Game-hopping (3)

IND-CPA°

0
~ MOD-CPA® o PRFO

package: MOD-CPA°

mem:

ENC (m) :
r <$ uniform {0,1}" ©
pad < EVAL(r)
c < m xor pad
return (r, c)

package: MOD-CPA!

mem:

Estat. gap
~

~

ENC(m) :
m' <$ uniform {0,1}" | o
r <$ uniform {0,1}"
pad < EVAL(r)

c < m' xor pad
return (r, c)

package: PRF*
mem: T : map [KEY -> KEY]
EVAL (x):

if T[x] = L then

T[x] <$ uniform{0,1}"
return T[x]

package: PRF!
mem: T : map [KEY -> KEY]
EVAL (x):

if T[x] = L then

T[x] <$ uniform{0,1}"
return TI[x]

(bday bound)
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Informal SSP/PRF IND-CPA Game-hopping (4)

IND-CPA°

Estat. gap
~

~

0
~ MOD-CPAY o PRFO

package: MOD-CPA!
mem:

£
2 MOD-CPA° o PRF!

ENC (m) :

m' <$ uniform {0,1}"

r <$ uniform {0,1}"
pad < EVAL(r)

c < m' xor pad
return (r, c)

package: PRF!
mem: T : map [KEY -> KEY]

EVAL (%) :
if T[x] = L then
T[x] <$ uniform{0,1}"
return T[x]

package: MOD-CPA!
mem:

ENC (m) :

m' <$ uniform {0,1}"
r <$ uniform {0,1}"
pad < EVAL(r)

c < m' xor pad
return (r, c)

package: PRF®
mem: k : option KEY

(assumption
EVAL(x): + Reduction
if k = L then Lemma)

k <$ uniform {0,1}"
return prf(k, x)
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Informal SSP/PRF IND- CPA Game-hopping (5)

Stat

IND-CPA® X MOD-CPA® o PRFO &5

Qo

package: MOD-CPA!
mem:

& MOD-CPAC o PRF! %

ENC(m) :

m' <$ uniform {0,1}"
r <$ uniform {0,1}"
pad < EVAL(r)

c < m' xor pad
return (r, c)

package: PRF?
mem: k : option KEY

EVAL (x):
if k = L then

k <$ uniform {0,1}"

return prf(k, x)

package: IND-CPA
mem: k : option KEY

ENC(m) :
if k = 1 then
k <$ uniform {0,1}"
m' <$ uniform {0,1}"
(r,c) < enc(k, m')
return (r,c)

(Theorem 1 + swap rule)

MOD-CPA! o PRF!
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Informal SSP/PRF IND-CPA Game-hopping (6)

We have shown:

0
IND-CPA? ~ MOD-CPA® o PRF?

RE

MOD-CPA° o PRF!

£

")
Y
~

t.

" MOD-CPA! o PRF!

MOD-CPA! o PRFP

2o Q- R

IND-CPA!

Thus by triangle inequality,

0 1
a(IND—CPAO,IND—CPAl)(A) < Epgr T Estat. T Eppr
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SSProve/Core language

Inductive code (A : choiceType) : Type :=

| ret (x: A)

| call (p : opsig) (x : src p) (k:tgt p — code A)
| get (£: Location) (k : type £ — code A)

| put (£: Location) (v : type /) (k : code A)

| sample (op : Op) (k :Arit op — code A).

Def opsig := ident X (chUniverse X chUniverse)
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SSProve/Core language

Inductive code (A : choiceType) : Type :=

| ret (x: A)

| call (p : opsig) (x : src p) (k:tgt p — code A)
| get (£: Location) (k : type £ — code A)

| put (£: Location) (v : type /) (k : code A)

| sample (op : Op) (k :Arit op — code A).

Def opsig := ident X (chUniverse X chUniverse)

Example:
get £ (A x¢. put £ (x0 + 1) (ret x¢)) (1)
sample (uniform {0,1}") (2)

(AN y . call prf (y, 101010) (A z . ret z))

(1) ~ l++ (2) ~y <${0,1}"; ret pri(y, 101010)
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SSProve/User language

Fix bind (¢ : code A) (k:A — codeB) : code B

Fix for_loop (c : nat — code unit) (n: nat) : code unit

Fix do_while (N : nat) ( c : code bool) : code bool

® Def assert (b : bool) : code unit :=
if b then ret tt else sample null (AF . ret F)

® x < sample U A: uniform distribution on finite type A
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SSProve /Packages

Inductive code (A : choiceType) : Type :=
| ret (x: A)
| call (p : opsig) (x : srcp) (K:tgt p — code A)

Def raw_package := {fmap ident — X(A,B:Type) A — code B}
Def Interface := {fset opsig}
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SSProve /Packages

Inductive code (A : choiceType) : Type :=
| ret (x: A)
| call (p : opsig) (x : srcp) (K:tgt p — code A)

Def raw_package := {fmap ident — X(A,B:Type) A — code B}
Def Interface := {fset opsig}

Sequential & parallel composition: Py o P, Pi || Pa.
Laws:

Plo(P20P3) = (P10P2)0P3
PLP = P Py
Pl (P2l P3) = (PillP2)I P3
(PioP3) || (P2oPy) = (Pill P2)o(Ps| Pa)
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SSProve/Cryptographic notions

Triangle inequality: a(r ) (A) < a(r6)(A) + aem)(A).
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SSProve/Cryptographic notions

Triangle inequality: a(r ) (A) < a(r6)(A) + aem)(A).
Reduction lemma: oy m061)(A) = (e0,61)(A 0 M).
Theorem

Let (Go, G1) be a game pair with respect to export interface

& = export(G;). Moreover, assume that 1) is a stable invariant
that relates the memories of Gy and Gy, and that it holds on the
initial memories.

If for each provided procedure f: A — B € £ and for all a € A,
= {¢} Go.f(a) ~ Gl.f(a) {(bo, bl). by = b1 A 1/)},

0
then we can conclude that Gy ~ G;.
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SSProve/probabilistic Relational Hoare Logic

let ¢,y = x<$ (uni {0,1}") ; y <$ (uni {0,1}"); ret (x,y)
let ¢y = y <$ (uni {0,1}") ; x <$ (uni {0,1}"); ret (x,y)

Prove cy, “="c¢cx? (1)
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let ¢y = x<$ (uni {0,1}") ; y <$ (uni {0,1}"); ret (x,y)
let ¢y = y <$ (uni {0,1}") ; x <$ (uni {0,1}"); ret (x,y)

Prove cy, “="c¢cx? (1)
F {pre} co ~ c1 {(ro, r).post}

where c; : code A; (no procedure calls) and mg, m; are bound in
pre, post

pre / post are predicates on memory / memory and results

Valid if 3 coupling d with 7;d = [¢j] s.t. pre and post hold for d
with probability > 0.
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SSProve/probabilistic Relational Hoare Logic

let ¢y = x<$ (uni {0,1}") ; y <$ (uni {0,1}"); ret (x,y)
let ¢y = y <$ (uni {0,1}") ; x <$ (uni {0,1}"); ret (x,y)

Prove cy, “="c¢cx? (1)
F {pre} co ~ c1 {(ro, r).post}

where c; : code A; (no procedure calls) and mg, m; are bound in
pre, post

pre / post are predicates on memory / memory and results

Valid if 3 coupling d with 7;d = [¢j] s.t. pre and post hold for d
with probability > 0.

ad (J[) F {True} Cxy ™~ Cyx {(rxya ryx)- I'xy = ryx}
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SSProve/Some rules

c:code LA

reflexivity
E{mo=m}c~c{(ro,n) m=mArn=n

cg:code Lo Ay ¢ :code Ly Ay
fo: Ay — code Lo By fi:A; — code L By
E {pre} co ~ a {1}

Vaga:. F {(ho7 hl) }L(ao, ho)(al, hl)} (ﬂ) 20) ~ (fl 31) {pOSt} seq

E{pre} ap < coiifoa ~ a1+ c1;;far {post}
cop:code LAy ¢ :code L A;
E{l} co ~ c1 {(a0,a1). I\ post(ag, a1)}
E{l} a ~ c {(a1,20). I A post(ao, a1)}

swap
E{l} co;;c1~ c;;co {(a0,a1). I A post(a, a1)}
C ¢:code LAy ¢ :code JA;
E {pre} co ~ c1 {post}  Vh. 0(co h) = 0(cy h)
egDistrL

= {pre} & ~ 1 {post}
cop:code LAy ¢ :code L A;

E {pre} co ~ c1 {post}
E{pre '} c1 ~ o {post™}

symmetry

18/23



SSProve/Some more rules

¢, : N—code Lunit N:N
Vn.E{In} ¢~ c {I(n+1)}
E {/0} for_loop Ncy ~ for_loopNc {/ (N+ 1)}

for-loop

cp,c1 : code Lbool N:N
E {l(true,true)} Cco ~ C1 {(bo., b1). by = by A I(b()7 b1)}

do-while
E {/(true, true)} do_while N¢y ~
do_while N¢; {(bo, b1). bp = by = false V [(false, false)}
|Al,|Bl| <w f:A— B bijective
uniform

E{pre} a<$ U(A) ~b<$ UB){(a b). a)=bA pre}
bg, by : bool
E {bo = b1} assert by ~ assert by {by = true A b; = true}

asrt

b : bool
F {b=true} assert b~ return () {b= true}

asrtL
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SSProve/The swap rule used in IND-CPA

E{mo=mi} k <$ uniform{0,1}" ~ r <$ uniform{0,1}* {mp=m Ao = a1}
E{mo=m} r <$ uniform{0,1}" ~ k <$ uniform{0,1}" {mp = m A o = c1}
= {mo = m1}

k <$ uniform {0,1}" ;; r <$ uniform {0,1}" ~
r <$ uniform {0,1}" ;; k <$ uniform {0,1}"
{mo=miANco=c}
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SSProve /Semantics

Based on Maillard, Hritcu, Rivas, V. Muylder's The next 700
relational program logics:

e Associate a relational specification monad (RSM) to the
computational monad

® Define effect observation as a relative monad morphism

e First for probabilities, then state-transform
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Future work

¢ Security verification of real / low level code

® code generation for testing
® integration with VST / FiatCrypto

Extend the language
® add more effects: non-termination, |/O

Extend the logic
® prove more relational rules
® unary probabilistic Hoare logic
® specifications for packages

More scalable semantics: decouple specification from
implementation (CoqEAL?)
Extend cryptographic scope

® larger case studies (orig. SSP paper, recent SSP)
® add further reusable security definitions
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implementation (CoqEAL?)
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https://www.github.com/SSProve/ssprove
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